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Congratulations on your purchase of the iKey 2000 Software Development Kit (SDK) or iKey
2000 Authentication Solution. You are just minutes away from having the most secure smart
card-based information security system available today.

Your new iKeys are the same tokens used by government and industry. iKeys are compatible
with your PKI-based security applications, as well as many popular commercial browsers and
e-mail packages, such as those provided by Microsoft and Netscape.

In the next few minutes you will install the software and hardware necessary to use your iKey.
This guide provides details about the four steps you will need to get started.

» Install the iKey 2000 software
m Initialize your iKey

m Personalize your iKey

m  Use your iKey

Once you have completed these steps, it is strongly recommended that you consult the iKey
2000 Series User’s Guide for additional information. Select Start > Programs > Rainbow
Technologies > iKey 2000 Series Software > User’s Guide to access the manual.

Note: |f you are installing the iKey 2000 Authentication Solution, the User’s Guide will not be installed
on your system. In this case, you can access the manual from the iKey 2000 installation CD.

Insert the CD in your CD-ROM drive, and then click the iKey 2000 Series User’s Guide link
when the launch screen appears. See the next page for more information.
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Step 1: Install the iKey 2000 Software

Step 1: Install the iKey 2000 Software

To install the iKey 2000 software:

Notes: You need to log on with administrator privileges to Windows NT 4.0, 2000 or XP in order to install
the iKey 2000 software properly.

If you are using Entrust, you must install their client software before you install the iKey software.

1. Close all programs and applications.
2. Uninstall all previous versions of the iKey 2000 software.

An easy way to do this is to select Start > Settings > Control Panel, and then double-
click Add/Remove Programs.

3. Insert the iKey 2000 software CD in your computer’s CD drive. The installation program
starts automatically if CD autorun is enabled; if it does not, browse the CD to locate the
installation program—start.exe—and start it.

The following screen appears:

Install Rainbow iKey 2000 Series SDK v4.7.0

Click this link to install and configure the iKey 2000 Series Software Development Kit
(SDK) on your computer to work with email, web browser, and Microsofte Windows®
Srancard logon applications.

Rainbow iKey 2000 Series Getting Started Guide
Click to wiew this manual thatwill help you get up-and-running with the ikey 2000.
Includes installation instructions. (Reguires Acrobat Reader installed to view)

Rainbow iKey 2000 Series User Guide
Click to wiew this manual that provides complete instructions for configuring and using
the iKey 2000. (Requires Acrobat Reader installed to view)

Install Adobe Acrobat reader (4.05)
Foryour convenience, a copy of Adobe's Acrobat reader is included to allow you to
wiew the iKey 2000 Series documentation.

Download Microsoft Internet Explorer
Download the latestwversion of the Microsoft Internet Explorer off the web.

Readme File
The #1 UsSB Fefer to this readme file for important information on this release.

Authentication Key Browse this CD

Click to wiew the CD contents in a directory structure.
#RAINBO

TECHNODLOGIES

4. Click the Install Rainbow iKey 2000 Series SDK v4.7.0 link.

(If you are installing the Authentication Solution, the link will say Install Rainbow iKey
2000 Series Authentication Solution v4.7.0.)

5. Wait while setup prepares the files for installation.

The Welcome window appears.
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6. Click Next. The License Information window appears.
7. Read the license information, then click Yes. If you click No, installation will be cancelled.
The Choose Destination Location screen appears.

8. Follow the instructions for choosing the folder in which to install the iKey 2000 software,
then click Next. The Install Options screen appears.

InstallShield Wizard x|

iKey 2000 Series SDK Install Options
iKey?

Fleaze select the features of iKey 2000 Seres SDE to install

— Description

Fiegigter CIP with third party
applications

port:

indows 2000/<P Logon
Metzcape Support

] Development Kit

“[w] PECS #11 Development Kit

FKCS #11 Yersion 1.0 Sample

] PEES #11 Version 2.01 Sample

] Ko Generation Utility

CAPI Help Files

- PKCS #11 Help Files =
Space Required on C: 12028 K
Space Available on C: 2311504 K
| Frztal Shield

< Back | Mest » I Cancel |

9. Select the iKey 2000 software options you would like to install, then click Next.

The choices you see depend on the version of the software you are installing, and on your
computer and operating system:

0 If you are using Windows 2000 or XP: You see the Windows 2000/XP Logon
check box. Select this option if you want to use your iKey to log onto Windows (if the
iKey contains a Windows smart card logon certificate).

0 If you have Netscape 4.x installed on your system: You see the Netscape
Support check box. Select this check box to define the iKey 2000 security module to
Netscape.

This special step is necessary only for Netscape 4.x; you do not need to define the secu-
rity module to Internet Explorer.

0 Ifyou are a developer installing the SDK: You see the Development Kit check
box. Select this check box to install the iKey 2000 development files and samples.

A description of each option appears when you select it. If you are unsure about which
options to select, use the default options.

10. Select the utilities you want to install, then click Next.

A description of each utility appears when you select it. If you are unsure which utilities to
select, use the default options (recommended).
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11. Select iKey 2000 and then click Next.

Notes: Do not select any other readers unless you are using a smart card and smart card reader in addi-
tion to using the iKey USB token (which does not require a serial reader).

If you are installing on Windows NT, the Other PC/SC Reader option is also listed. Select this
option only when you are not installing any reader drivers. It will set the dependencies required
for the token server to work if no other reader drivers are installed.

12. Verify that no iKeys are currently connected to your system, and then click Next to begin
copying files to your computer.

When the installation process has finished, the Wizard Complete screen appears.
13. You are asked if you want to reboot your computer now or later.

You must reboot your computer to complete the installation before using the iKey 2000
software.
Registering the iKey 2000 Software with Netscape

If you selected the Netscape Support option during setup, after your system has rebooted, the
following message box appears:

Completing Install of Datakey CIP

Registering iKey 2000 Series SDK with Netscape

SmartCard Setup Verification

This indicates that iKey 2000 software installation is continuing. When the Netscape message
box appears, do the following:

Netscape

Are you sure you want toinskall this security module?
Module Mame: Datakew(tm) Cryptographic Interface Provider
File: dkckz32, dil

1. Click OK to register the iKey 2000 software security module with Netscape.
2. When the “A new security module has been installed” message appears, click OK again.

3. Close the Netscape browser window to complete the installation.
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Step 2: Initialize Your iKey

After the iKey 2000 software is installed, your iKey must be initialized using the CIP Utilities
program.

1. To start CIP Utilities, from the Start menu, select Programs > Rainbow Technologies
> iKey 2000 Series Software > CIP Utilities.

The CIP Utilities window appears.
2. Connect your iKey to the USB port on your computer.
Information about the iKey appears in the right pane of the CIP Utilities window.

3. Right-click on the iKey you want to initialize, then select Initialize Token from the
shortcut menu.

The Token Initialization dialog box appears:

WARNING! Token Initialization - Read careful x|

~ Taken

Serial Number: [30205857

Token Label: [Test Taken

- WARNIMG!

Continuing will render the taken unuzable far cruptoki operations,
ALL token objects will be destroved except as noted below.

ALL token keys and certificates will be deleted from the token .

Exchange keys created by external sources cannot be recreated by this
application.

The pasz phraze will be destrayed and replaced with default inital pass phraze.

Mate: OMLY the token senal number and label are retained.

Continue Initialization | Cancel

4. Read the warning messages, then click Continue Initialization to continue the
initialization process.

When the process is complete, a message box similar to the following appears:

Token initialization complete, Warning! C ' x|

@ Mew Pass Phrase = PASSWORD

warning! The new pass phrase is a defaulk value and not secure,

IJser should change the pass phrase to a secure value.

5. Click OK.

After the iKey is initialized, the passphrase is set to PASSWORD. See the next section for informa-
tion on changing the default passphrase to a more secure passphrase.
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Step 3: Personalize Your iKey

You now need to personalize your iKey by setting your personal passphrase. The unique pass-
phrase will allow you, and only you, to gain access to the data on your iKey.

1.

In CIP Utilities, right-click on the iKey whose passphrase you want to change, then select
Change Pass Phrase from the shortcut menu.

The Change Pass Phrase window appears:

Change Pass Phrase x|

0ld Pazs Phrase I

™| Secure futhentizate

MNew Pass Phraze I
™| Secure futhentizate

Reenter Mew Pass Phrase I

oK I Cancel |

. In the Old Pass Phrase field, enter your old (current) passphrase.

Asterisks appear in the display instead of the passphrase characters in order to keep your
passphrase safe. Be careful when typing your old passphrase, because typing the wrong
passphrase too many times will result in your iKey becoming permanently blocked.

. In the New Pass Phrase field, enter your new passphrase.

The minimum length of a passphrase is four alphanumeric characters, and the maximum
length is 20 alphanumeric characters.

Select a passphrase that is difficult to guess. Avoid using the obvious types of passphrases
such as your first, middle, or last name, birth date, employee number, social security num-
ber, etc. Passphrases are case-sensitive, so verify the position of the Caps Lock key.

In the Reenter New Pass Phrase field, enter your new passphrase again for
confirmation.

. Click OK.

Note:

The Secure Authenticate fields are not used at this time.

To exit CIP Utilities, from the File menu, select Exit.
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Step 4: Begin Using Your iKey

You are now ready to begin using your iKey. Obtain a certificate from your Certificate Authority
(CA) and set up the appropriate browsers and e-mail applications. For information on these
tasks, refer to the iKey 2000 Series User’s Guide.
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